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PREVIOUS COURSES REQUESTED |

OBJECTIVES This course will present the most important mechanisms dedicated to protect data integrity and
confidentiality, access control, authentication, user privacy, quality and continuity of service, in
wireless and mobile enviroments.

GENERAL The topics of the course are:

DESCRIPTION -Wireless Technology Overview
-Risks and Threats of Wireless
-Security under Resource Constraints (bandwidth, memory, computation, energy constraints)
-Intrusion and Anomaly Detection in Wireless Environments
-Key Management in Wireless Environments
-Privacy and Anonymity in Wireless Environments
-Public Key Infrastructure in Wireless Environments
-Authentication, Authorisation, and Access Control in Wireless Environments
-Standards in Wireless Security (Equivalent Privacy Standard (WEP), Extensible Authentication
Protocol (EAP), Wi-Fi Protected Access (WPA, WPA2), IEEE 802.111)

-Bluetooth Security

-RFID Security

-Secure Mobile Commerce

-Secure Wireless Multimedia Broadcast

DESCRIPTION OF | Seminars intend to stimulate students in their own research in wireless security - improve their ability

SEMINARY / of extracting, presenting, and discussing results from the most relevant papers and try to

LABORATORY extend/improve them.

WORK

TEACHING On-line and blackboard presentation.

METHODS

BIBLIOGRAPHY - S. Gritzalis, T. Karygiannis, C. Skianis (editors). Security and Privacy in Mobile and Wireless

(SELECTION) Networking. Troubador Publishing, 2009
- N. Sklavos, X. Zhang . Wireless Security and Cryptography: Specifications and Implementations.
CRC Press, 2007
- C. Gehrmann, J. Persson, B. Smeets. Bluetooth security. Artech House, 2004
- P.H. Cole, D.C. Ranasinghe (editors). Networked RFID systems and lightweight cryptography:
raising barriers to product counterfeiting. Springer-Verlag, 2008
- NIST Federal Information Processing Standards
- conference and journal articles

EVALUATION conditions | presentation of a report on a selected topic (P), midterm exam (ME), final exam (FE)

| P,ME,FE>5
criteria

evaluation methods | presentation of a report on a selected topic (P), midterm exam (ME), final exam (FE)

final result - formula | 0.4P+0.3ME+0.3FE




