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Part |
Summary of Phase Il

The second phase of the projeSplutions Development and Implementatisn
dedicated to the development of new solutions for IBE and ABRemes, based
on quadratic residuosity problem. Our results improvesekisting ones and
comes with totally new schemes whose efficiency is proverni@gtdcomparisons
with the existing schemes.

The studies and research in this phase of the project arediedlinto the
following research papers:

1. G.D. Nastase F.L. TipleaOn a Lightweight Authentication Protocol for
RFID Systems8th International Conference on Security for Information
Technology and Communications, SECITC 2015, June 11-1P5,20ec-
ture Notes on Computer Science 9522.

2. F.L. Tiplea, E. Simion:New Results on Identity-based Encryption from
Quadratic Residuosity8th International Conference on Security for Infor-
mation Technology and Communications, SECITC 2015, JuaE21 2015,
Lecture Notes on Computer Science 9522.

3. N. Rosia, V. Cervicescu, M. Togakfficient Montgomery Multiplication on
GPUs 8th International Conference on Security for Informatiechnol-
ogy and Communications, SECITC 2015, June 11-12, 2015utedtotes
on Computer Science 9522.

4. F.L. Tiplea:Sharing Secrets on Boolean Circuits: Application to Keigyo
Attribute-based Encryptigninvited talk, Romanian Cryptology Days, Sept
21-23, 2015, Bucharest (Romania).

The first paper proposes a lightweight authentication maitéor RFID sys-
tem, based on an operation which is the bases for Real Priviemyagement
(RPM) technology. The second paper reports new resulteatan IBE schemes
based on quadratic residuosity. The third paper reportgesitiimplementations
for Montgomery multiplication on GPUs. Our fourth papersisdow secret shar-
ing can be used in conjunction with bilinear and multilineaps to design ABE
schemes.

We consider that the four research papers mentioned abueeeery well the
objectives of the Phase Il of the project (see “Expected R&sn the project’s
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realization plan), highlighting the most important aspecteded for the third
phase. Moreover, we explicitly mention that our resultsragestly published in
the Lecture Notes in Computer Science Series (by Springdady).

Part Il
Scientifical and Technical
Description

Mutual Authentication and Key Management are crucial congmés of all the
security technigues incorporated in the nowadays commatiait technologies,
such as IPsec, SSL&TLS, Voice over IP (MolP), and Self-oigag Networks
(SONSs). The existing techniques are mainly based on publdrifrastructures
(PKI) which have many practical shortcomings highlightgdntany researchers
and practitioners, that make them impractical for largeesys or highly dynamic
systems or systems with limited computational power (sichhabile ad-hoc or
sensor networks). This is because:

1. Each node in a network (system) is assumed to have a p@ylisigned by
a Certifying Authority (CA). This requirement is considBlacostly for the
node;

2. Almost each PKI based protocol assumes that each node «theveertifi-
cate of the destination before it sends the m essage. Cachitificates
rises problems with trust and storage, and this adds largehead on local
storage in large systems or systems with limited computatipower;

3. In highly dynamic systems, with nodes constantly joinamgl leaving the
network, certificates can quickly become invalidated areddfore the man-
agement process become complex.

All these show that the PKI solution to key management is Bog adequate,
and better solutions are needed to:

1. Simplify public key distribution and management;

2. Simplify access control,



3. Secure messages and strength the (mutual) authenticagionore lightweight
and clean way compared to certificate-based approaches.

The next sections will discuss in more details the contrimg brought by the
project to the authentication and key management mechanrsthese technolo-
gies.

1 Authentication

This section is based on

G.D. Nastase F.L. TipleaOn a Lightweight Authentication Protocol for
RFID Systems8th International Conference on Security for Information
Technology and Communications, SECITC 2015, June 11-1P5,20ec-
ture Notes on Computer Science 9522.

An RFID system is typically composed of three elements: atDRiader
(transceiver), a number of RFID tags (transponders), aratk-bnd database (or
server). The reader and the back-end database may be vieveedigle entity
as they communicate through a secure channel. However,otihenanication
between reader and tag is insecure and, therefore, it ieculoj eavesdropping.
As a conclusion, the (mutual) authentication between nreaole tag becomes one
of the most important problems in this context.

Many authentication protocols for RFID systems have beepgsed. They
are usually classified according to the computational paiéne tag. If the tag
has strong computational capabilities, then it can implenpeotocols based on
strong cryptographic primitiveslp, 2, 3, 26, 31]. Of course, such tags can be
too costly to be adopted in most retailer operations whieleawisioned as major
applications of the RFID technology. A large number of antleation protocols
proposed so far are based on hash functions, hash functiamsgipseudo-random
functions, and random number generatat§, [19, 28, 1, 27, 41, 31]. A third
class of authentication protocols is the class of lightWweand ultra-lightweight
authentication protocols. They only require to perforrmptive operations such
as random number generation, arithmetic bit-wise operatioyclic redundancy
code checksum, or even light hash or pseudo-random furscfdigih 23, 24, 33,
32,9, 36, 8, 34, 31, 35, 10]. There is a widespread view that the lightweight and
ultra-lightweight authentication protocols will be thesbeandidate technology
for securing the future low-cost RFID systems.
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In [12], a lightweight authentication protocol has been proposEae main
idea is to use non-linear feedback shift register (NLFSIQusaces generated by
the position digit algebra function (PDARZ, 43, 37, 38]. Unfortunately, some
of the main properties of the PDAF, as described4f] [are flawed and, as a
consequence, the NLFSR sequences useddnright have short periods. We
discuss this weaknesses in this paper and we propose bétfeSRNsequences.
Based on these NLFSR sequences we improve the protoct#]iafid, moreover,
we provide formal arguments for its security and privacy.

The protocol includes three parties: a reallea tag7’, and a back-end server
S equipped with a database which maintains information atagg. We assume
that the channel between the reader and the back-end sersecure, while the
one between the reader and the tag is insecure.

The initialization phase, which is to be described belovis skee basic ele-
ments needed for the protocol to be run.

Protocol initialization

1. Anintegerr > 2 and a hash functioh are chosen and made public;

2. Aprivate keyK r of some symmetric cryptosystem (such as AES) is chosen

uniformly at random and securely distributed to the redéter
3. For each tag’, the following steps are performed:

(a) setsn =r;

(b) seven value$(sr, co, c1, co,c3,cq, LT € Z are chosen independent
and uniformly at random;

(c) the valueP(T) = h({ID(T)}k, || Ksr) is computed ({" denotes
concatenation);

(d) P(T), Ksr,co, c1, C2, 3, ¢4, LT are stored in the tag;

(e) P(T),{ID(T)}kp, Ksr, co, c1, ¢3, ca, LT, ¢4 pre, are stored in the server’s

data base, wherg ,,.., = c;.

A pictorial view on the distribution of these parametersngvided in Figure
1, and a short description of them is in order. The serveralsee the identities
of the tags it manages because the they are encrypted byyhe kknown only
to the reader. The random numbeysc, ¢, c3, ¢4 act as seeds for four sequences
a, B, v, and~*, as in the previous section. The paramdi@ér (last transaction
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Figure 1: The protocol

is used to count the numbers of queries executed on the tagdolers, and to
synchronize the database and the tag. The paramgier, stores the previous
value ofc, and it is used by the server when the tag was not able to aithent
it at the previous query. More precisely, the search in thaldese uses first,.
If the search fails for all database records, then it stag&srawith cy ... If it
succeeds now, the server learns that during the previouy dgue tag was not
able to authenticate it.

Correctness Following [20], a RFID authentication protocol is correct if, exe-
cuting it honestly, the identification of a legitimate tagyofails with negligible
probability.

A simple inspection of the protocol, in the view of Rem&®R shows that
false negatives are not possible (in the absence of an adlygrs

Security isthe property that an illegitimate tag is not authentid&tgthe server,
except for a negligible probability.
Assume that a ta@ (legitimate or illegitimate) answers to some quenyy

c[P(T) @ a'l, ca ® Ksr, c3[LT)
and the reader sends

G[P(T) @ d], ca ® Ksr, ¢[LT], a



to the server.
According to the protocol description, the server lookgsmiatabase and, for
each tagl” checks the equality

[P(T") & a] = c[P(T) & d]

for some bith (see the step 4(c) in the protocol description). If this dityholds,
the server identifies the tdgas being the ta@” (althoughl” might not beT", but
the server does not know this).

Asc;|P(T) @ d'] andP(T") & a are fixed given values for the server, the prob-
lem is to estimate the probability of to fulfill the equality above. More generally,
given two random numberng v € Z7, we are interested in estimating the prob-
ability of finding = such thatc[y] = v. Or, in other words, we are interested to
estimate the maximum number of solutionsritto the equation:[y] = v. This
equation is equivalent to the system

T1Dr Tig,y, = U1
: (1)

xn @T x”@'r‘yn = ,Un

The first remark is that if ®, y; = j andj @, y; = 1, for distinct indexes
andj, then:

1. if v; # v; mod r, then the system (1) does not have solutions;

2. if v; = v; mod r, then any solution te; leads to at most one solution 19
(and vice versa).

(if  and; are as above, we will say that thth and;jth equations arpaired).

Our second remark is that a variahlefor one of the system’s equations is
substituted into another equation, the resulting equatiitirhas at most two vari-
ables.

These two remarks leads to the conclusion that the worstregseding the
number of solutions to the system (1) is that when the vagmhte paired two by
two as above. In such a case the maximum number of soluticihe teystem is
upper bounded by"/? (the variables are paired two by two and for each pair, a
solution to one of the pair components leads to at most aisoltd the other pair
component).

Therefore, the probability of getting a solution to the dtpraz[y| = v is at

most
rn/? 1

rn - rn/2
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For largen, this is negligible.

Privacy The protocol we have proposed is lightweight and, therefibie im-
proper to use a privacy model as the one3@, R0] which is suitable for protocols
based on pseudo-random functions or random oracles. Howegdave identi-
fied a protocol in 0] which can be considered as a generalization of our protocol
and allows us to reason about the privacy of our protocol.

In [30], the following protocol is considered, based on two randanctions
F {0, 1}k — {0, 1}* andG : {0, 1}*F — {0, 1}*

1. the initial state of the tag is set to a randé+hit string K;
2. the protocol rules are:

(a) the reader picks a randambit stringa and sends it to the tag;

(b) thetag in stat& sendsthe value= F(0, K, a), stores!’ = F(1, K, a)
in its temporary memory, and refreshes its st&teo G(K);

(c) the reader searches its database for a (J&irK”) with the property
c=F(0,G(K"), a) for somei < t. Ifit finds such a pair then it sends
d = F(1,G(K"),a) to the tag, and updatds’ by G(K')’;

(d) the tag checksg = d'.

It is shown in Q] that this protocol is narrow-destructive private in thedam
oracle model, ifc andt are polynomially bounded (in the security parameter) and
27% is negligible (the reader is referred 45 30] for privacy models for RFID
protocols; the limited space does not allow us to recall thene).
Our protocol follows the same line as the protocol above. ilteznal state of
the tag is the vector
P(T), KST7 Cp, C1,C2,C3,Cy, LT

The functionF' is the one which gives the answer to the reader’s query (spest

in the protocol), whil& is the function used by the tag and the server to update the
internal state. The tag performs one more update of its aiadm it authenticates
the reader but this does not make much difference betweeprotacol and the
one described above. We have not included an upper boundeonutinber of
incomplete sessions, but this can be added as mentionedriarR@?. Therefore,

we may think that our protocol is an instance of the protoesiaibed above and,
as a conclusion, it may be thought of as a lightweight canditta the narrow-
destructive private class of mutual authentication RFI&t@eols.
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The protocol does not achieve forward security. If a tag isuggied and the
adversary gets the internal state of the tag, then the aalyeran impersonate the
tag if it does not miss any complete session (a session isletarifthe tag authen-
ticates the server and, in such a case, it randomizes itststdhe nonce received
from the reader). However, if the adversary misses some lstenpession, then
he can impersonate the tag with negligible probability.sTnoperty is common
to many other authentication protocols suchs 25]. In fact, reaching forward
security without public key cryptography is an open

2 ldentity-based Encryption

This section is based on

F.L. Tiplea, E. Simion:New Results on Identity-based Encryption from
Quadratic Residuosity8th International Conference on Security for Infor-
mation Technology and Communications, SECITC 2015, Jua21 2015,
Lecture Notes on Computer Science 9522.

Identity-based encryptio(IBE) was proposed in 1984 by Adi Shami(]
who formulated its basic principles but he was unable to ideoa solution to it,
except for an identity-based signature scheme. Sakai,sSbhgind Kasahara&§]
have proposed in 2000 an identity-based key agreement gchad) one year
later, Cocks 11] and Boneh and Franklirb] have proposed the first IBE schemes.
Cocks’ solution is based on quadratic residues. It encrgptessage bit by bit
and require® log n bits of cipher-text per bit of plain-text. The scheme is quit
fast but its main disadvantage is the ciphertext expandtameh and Franklin’s
solution is based on bilinear maps. Moreover, Boneh andkfiraalso proposed
a formal security model for IBE, and proved that their schérs=cure under the
Bilinear Diffie-Hellman (BDH) assumption.

The Cocks schemel]] is very elegant and per se revolutionary. It is based
on the standard QRA modulo an RSA composite. The schememaape bit
at a time. The bits are considered to be exactly the two vdiues—1 and1)
of the Jacobi symbol modulo an RSA moduluswhen applied to an integer
non-divisible byn. Thus, if Alice wants to send a bit € {—1, 1} to Bob, she
randomly generates an integewith the Jacobi symbadl modulon, hidest into
a new message = t + at~! mod n obtained by means of Bob’s identity and
sendss to Bob. The decryption depends on whethds a quadratic residue or
not modulon. As neither Alice nor Bob knows whetheris a quadratic residue
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or not, Alice repeats the procedure above with another @mtégvhose Jacobi
symbol modulon is b, and sends’ = ' — at’~! mod n as well. Now, Bob can
easily decrypt by using a private key obtained from the keyegator, because
eithera or —a is a quadratic residue moduto It can be shown that the Cocks
IBE scheme is IND-ID-CPA secure in the random oracle moddkeathe QRA.

The main disadvantage regarding the efficiency of the Coclksrae consists
of the fact that it encrypts one bit Rjog n bits. A very interesting idea proposed
by Boneh, Gentry and Hamburg][is to encrypts a stream of bits by multiply-
ing each of them by an Jacobi symbol randomly generated. €hergtion of
these new Jacobi symbols are based on the equation Sy? = 1 mod n. Any
solution to this congruential equation leads to two polyras)f andg with the
property that(s) andf(r) have the same Jacobi symbol modu)dor any square
root s of S and any square rootof a. Therefore,g can be used to encrypt one
bit, while f can be used to decrypt it. If the solutions of the above caagral
eguation can be obtained by a deterministic algorithm, therdecryptor knows
how to decryt the ciphertext. Therefore, in order to send-&t message to
Bob, Alice has to solve/ equations as above (two equations for each bit, one
for Bob’s identitya and the other one fora), while the decryptor needs to solve
only ¢ equations. The ciphertext sizedg + logn bits. Some improvements at
the sender side reduces the number of equations to be sohtbe lencryptor to
¢+ 1.

An important improvement of the Boneh-Gentry-Hamburg (BGdheme
was proposed later by Jhanwar and Bar23.[ The improvement works in two
directions: improve the time complexity of the algorithnstuve equationsx? +
Sy? = 1 mod n, and reduce the number of equations to be solved. The first im-
provement is based on a careful analysis of the solutioneeoEtjuatioruz? +
Sy? = 1modn. Thus, an efficient probabilist algorithm is developed to-ra
domly generate solutions of such an equation. The seconcbuament is based
on a composition formula according to which two solutions ba combined in
some way to obtain a new solution. Therefore, to encrypt-bhit message, only
24/0 equations need to be solved. Unfortunately, the probébilmture of the
algorithm by which solutions are obtained leads to a cigxefarger than in the
case of the BGH scheme, namél§+ 2v/¢logn bits. The Jhanwar-Barua (JB)
scheme was revisited ilf], where some errors were corrected; unfortunately,
the security was not sufficiently argued as it was later r&edhin [L3]. Moreover,
[13] also proposes an improvement by which the number of equatieeded to
be solved by Alice is reduced tlog ¢. The ciphertext size is also reduced to
20 4 2(log ¢)(logn) bits.
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It is well-known that the Cocks scheme is not anonymdijs [Several re-
searchers tried to extend this scheme to offer identity ymay; usually, such
extensions are based on creating lists of ciphertext satleaidentity becomes
hidden in the lists. This approach gives rise to very larg@eitexts. It was also
a believe that the Cocks scheme does not have homomorplpenties. A very
recent result22] rehabilitates the Cocks scheme with respect to these tvakwe
nesses. Joye?P] identified the algebraic structure of the Cocks ciphedexte
proved that these are squares in a torus like structure, @na & quasi-group.
The underlying group law is the operation needed on cipkext® show that
the Cocks scheme is homomorphic when the operation on clessages is the
multiplication. Therefore, the Cocks scheme offer homgohar properties. An-
other important consequence obtained?d js about the anonymity of the Cocks
scheme. It was shown that a different way of computing thiemigxt, without
expansion, leads to identity anonymity.

A very interesting question is whether high order Jacobilsyisican be used
in the Cocks scheme in order to encrypt more than one bit atea th first attempt
to do that is the one in7]. Unfortunately, the only secure scheme proposed]jin |
suffers from massive ciphertext expansion.

3 Attribute-based Encryption

This section is based on

F.L. Tiplea: Sharing Secrets on Boolean Circuits: Application to Keyigyo
Attribute-based Encryptignnvited talk, Romanian Cryptology Days, Sept
21-23, 2015, Bucharest (Romania).

Attribute-based encryptiofABE) is a new paradigm in cryptography, where
messages are encrypted and decryption keys are computedardance with a
given set of attributes and an access structure on the séribiites. There are
two forms of ABE: key-policy ABE(KP-ABE) [18] and ciphertext-policy ABE
(CP-ABE) [4]. In a KP-ABE, each message is encrypted together with afset o
attributes and the decryption key is computed for the eatigess structure; in a
CP-ABE, each message is encrypted together with an aceesstus¢ while the
decryption keys are given for specific sets of attributes.

In this paper we focus only on KP-ABE. The first KP-ABE schenas\pro-
posed in L8], where the access structures were specified by monotonke&oo
formulas (monotone Boolean circuits of fan-out one, witle @utput wire). An
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extension to the non-monotonic case has later appear@@d]ingoth approaches
[18] and [29] take into consideration only access structures defined dnylein
formulas. However, there are access structures of practipartance that cannot
be represented by Boolean formulas, such as multi-levesscstructures?| ?].
In such a case, defining KP-ABE schemes to work with generald2m circuits
becomes a necessity. The first solution to this problem waggsed in 16] by
using leveled multi-linear maps. A little later, a lattibased construction was

also proposedi[7].

There are two main construction of KP-ABE schemes basedlmear maps.
The first one 18] works in two steps: in the first step, a secret is top-dowmesha
on a Boolean tree, while in the second step some informagibottom-up recon-
structed using just one bilinear map. The scheme is veryaiogeand practically
efficient. However, it works only with Boolean trees (forrasl); a direct extension
of it to general Boolean circuits faces the backtrackingakti16]. The second
construction 16] works in just one step which is a bottom-up reconstructibn o
some information, by means of a leveled multi-linear mapjsece of bilinear
maps with special constraints). The scheme can be used eitbrgl Boolean
circuits but is much less efficient than the one 118][ the decryption key size
depends on the number of gates of the Boolean circuit anewedeld multi-linear
maps are more complex structures than bilinear maps. Mergteweled multi-
linear maps of some depthdo not easily scale to fit Boolean circuits of depth
larger thark + 1.

Whether KP-ABE schemes for general Boolean circuits candpeteucted
using only bilinear maps, is an open question. A startinqipm answering
this question would be to find a way of extending the schemé&&htp general
Boolean circuits. The simplest idea to do that is to look fetimods of top-down
secret sharing on Boolean circuits, capable to defeat tbktfaeking attack. In
this paper we propose two such methods. The first one exteadsheme inlg]
to work with general Boolean circuits. The scheme is praditieefficient only for
a subclass of Boolean circuits which strictly extends tls<lof Boolean formu-
las (and, therefore, it is a proper extension of the schenj&d}). The second
method, when used in conjunction with simplified forms ofdied multi-linear
maps, gives rise to a scheme which works for general Booleanits and is
much efficient than the scheme ibg. Both schemes we propose are secure in
the selective model.
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Part Ill
Accomplishments

The results obtained during the second phase consist ofésaarch papers:

1. G.D. Nastase F.L. Tiplea©On a Lightweight Authentication Protocol for
RFID Systems8th International Conference on Security for Information
Technology and Communications, SECITC 2015, June 11-1P5,20ec-
ture Notes on Computer Science 9522.

2. F.L. Tiplea, E. Simion:New Results on Identity-based Encryption from
Quadratic Residuosity8th International Conference on Security for Infor-
mation Technology and Communications, SECITC 2015, JuaE21 2015,
Lecture Notes on Computer Science 9522.

3. N. Rosia, V. Cervicescu, M. Togagfficient Montgomery Multiplication on
GPUs 8th International Conference on Security for Informatitechnol-
ogy and Communications, SECITC 2015, June 11-12, 2015utedtotes
on Computer Science 9522.

4. F.L. Tiplea:Sharing Secrets on Boolean Circuits: Application to Keligyo
Attribute-based Encryptigninvited talk, Romanian Cryptology Days, Sept
21-23, 2015, Bucharest (Romania).

These papers covers the authentication and key manageniilD systems,
as well as identity-based cryptography together with itsbfgms (such as key-
escrow and construction of ABE schemes for general Bool@anits). These
completely cover the proposed outputs of Phase Il. We thaosider that the ob-
jectives of the Phase Il of the project have been complegglghied, preparing the
way for the third phase.
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